
Package Used by QMT Severity
Context in which 
vulnerability can be 
exploited

Do we use context? Result cve Details

virtualenv Yes High Not used by the QMT 
application. Used in the 
developer evironment. 
Requires access to a 
developer's machine.

No No explicit impact. Makes downstream 
attacks easier (i.e. can be leveraged by 
others to launch attacks)

CVE-2024-53899

virtualenv before 20.26.6 allows command injection through the 
activation scripts for a virtual environment. Magic template strings 
are not quoted correctly when replacing.


